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Abstract: With the rapid expansion of Internet of Things (IoT) devices, data security and privacy protection at the edge have

become increasingly critical. To address the limitations of existing AES coprocessors—typically restricted to a single mode, fixed key

length, and lacking standardized interfaces—this paper presents a dynamically reconfigurable AES encryption/decryption coprocessor
based on the AMBA APB3 bus. The proposed design supports three operation modes (ECB, CBC, CTR) and key lengths of 128, 192,

and 256 bits, enabling flexible reconfiguration via register control to meet diverse IoT edge encryption demands. FPGA-based

verification demonstrates excellent performance in resource utilization, throughput, and scalability, providing a standardized and

reusable hardware solution for secure edge computing.
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